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sam.huibers@proactiveprojectauditing.info. 

  

 

 
 

 

Article - Now in its 

37th year, EDPACS 

is the world’s 

longest running (IT) 

Audit newsletter. 

Published monthly, 

the newsletter 

supports the audit 

and control 

community with 

highly-regarded 

guidance in the fields of audit, control, and security. 

EDPACS strives to provide pragmatic solutions to 

current issues through the publication of comprehensive 

articles which allow various topics to be explored “in 

depth”. This American journal is now celebrating three 

decades of publication. Sam Huibers has written the 

cover article of the special issue that has been published 

in May 2013.His article is based on research aiming to 

provide a practical relevance to audit profession and 

industry. 

 

 He addresses the question of the how the auditor's role 

can be redefined to being involved as a proactive 

partner in projects, without losing its independent 

position. It describes the different types of roles that can 

be fulfilled by the auditor, taking into consideration the 

shift from the traditional assurance role toward more 

proactive roles in projects: advisory and participative 

roles without jeopardizing the auditor's position. In 

addition, he covers the role towards the Steering 

Committee and how roles can differ per phase of 

the project.  
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1 Abstract   

In the era of dynamically changing 

environments, globalization and increasing 

legislation companies need to re-visit their 

strategy on a continuous basis.  

Consequently this requires the redesign of the 

organization, processes and systems, all of which are often executed through (large) projects. 

With increasing demands from management on the internal audit profession, the question is 

raised of how the auditor’s role can be redefined, as it shifts from the more traditional 

assurance role to being involved as a proactive partner in projects, without losing its 

independent position. Potentially the advisory and participative roles might conflict with the 

assurance role of the auditor. However, if for this reason the auditor’s role is restricted to the 

compliance aspect only, the added value of the auditor may be substantially reduced. 

 

This article is based on a research aiming to provide a practical relevance to audit profession 

and industry. It describes the different types of roles that can be fulfilled by the auditor, taking 

into consideration the shift from the traditional assurance role towards more proactive roles in 

projects: advisory and participative roles without jeopardizing the auditor’s position.  

 

 

 

 

 

 

 

 

‘..the real added value of internal 

audit is its involvement in the 

project from an early stage and its 

ability to act in a proactive way.’ 
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2 Role(s) of the auditor in projects 

In order to gain more insight into the potential roles that the auditor can play in projects I have 

divided these roles into three groups:  

1. assurance roles 

2. consulting roles 

3. participative roles. 

Next, I have used a position paper from the IIA (2004)
 i
 to categorize the different types of 

roles that the auditor can play in projects (see figure 1):  

− The core roles of internal audit: traditional assurance roles such as project reviews.  

− Legitimate roles with safeguards: consulting and participative project roles that can be 

performed by the internal auditor if certain preconditions are met.   

− Roles that should not be undertaken by internal audit such as the management of 

project related risks.  

 

An important remark to be made is that the roles I further describe in the next paragraph are 

generic and can be applied to the audit profession in general. In this article I have added 

additional examples that can be applicable to the daily practice of IT auditors who are 

involved in project audits. 

 

2.1 Assurance, consulting and participative roles in projects 

I have summarized the roles that can be fulfilled by the internal auditor described in figure 1 

and table 1 below. Note that this is not a restricted list but I have categorized the roles in 

groups in order to gain more insight into the potential roles that the auditor can play in 

projects: assurance, consulting and participative roles. 
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Figure 1 Summary of core roles, legitimate roles with safeguards and roles that the auditor should not 

undertake in projects (Huibers, 2008/2009/2010/2011). 
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Table 1 The roles of the auditor in projects (Huibers, 2008/2009/2010, example role (IT) auditor in 

projects 2012). 

 

 

Type of role   

 

Project roles 

 

Description 

 

Example specific to the IT auditor 

Assurance  

Quality Assurance 

(QA) – 

Program/project 

reviews  

 4 levels 

- Initial project 

- Milestone project reviews 

- Business readiness or  

  pre-implementation reviews 

- Post-implementation 

  reviews.  

Give an  opinion on the project 

design; the governance, 

management, the project process 

and milestones including the risks 

associated with the design and 

implementation of an application.  

 

Quality Assurance 

- deliverables 

Review focusing on the quality 

of the products (deliverables). 

Review the authorization strategy 

and roles or assess the system 

design documents. 

Post-

implementation 

audit 

Provide an opinion about the 

quality of the internal control 

system embedded in the 

operational processes. 

Review the effectiveness of the 

authorizations half a year after go-

live. 

Consultative 

roles 

Quality Assurance 

– advisor to 

program/project 

management 

Advise the project management 

on project management and risk 

assessment methodology. 

Advise how to structure the project 

and include milestones such as 

approval of the business blue print, 

translation into a technical design, 

development, testing and training. 

Advisor (content) Act in an advisory capacity in a 

narrow sense, answering 

questions and expressing 

particular views but no direct 

involvement in realization. 

Advise on the design of a control 

framework to come to a good 

balance in application controls and 

procedures. 

Sounding board – 

objective observer 

Raise questions to reflect. Sound boarding role and raise 

questions to reflect how change 

management aspects will be 

addressed. For instance, ask  how 

relevant users will be involved early 

on in the project.  

Coach/trainer Advise in designing learning 

experiences or acts as coach.   

Facilitate a project risk workshop or 

advise in the setup of a training 

program. 

Participative 

roles 

Proactive expert 

role   

Own specific knowledge in the 

area of internal control systems 

and IT security and proactively 

participates in a project to define 

alternatives, provide 

recommendations and solutions. 

Suggest alternative solutions to 

improve the system security and 

provide recommendations how to 

implement these.  

Project/process 

coordinator  

Coordinate project activities. Coordinate the setup of so-called 

business control frameworks and 

provide templates in a business 

process redesign project.  

Documentation  

controls 

Support in documentation of 

controls. 

Support in documentation of system 

and end user controls. 

Proactive QA 

partner – 

facilitator role 

QA partner that not only 

identifies risks but also 

translates them into real 

business issues and makes 

recommendations. 

Identification of risks associated 

with the introduction of a new 

system and provide 

recommendations to improve the 

user acceptance.    
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In the next paragraphs I would like to highlight some points that can be of relevance when 

considering the auditors’ role in a project: programs versus projects, the internal versus the 

external auditor and the role of the auditor during different phases of the project.  

  

Programs 

An individual project can be part of a larger program. The program is the ‘umbrella’ under 

which individual projects have been grouped in order to contribute to an identical objective. 

The OGC
ii
 points out that the quality assurance and overall compliance of the program - 

focusing inwardly on the internal consistency of the program structure; and outwardly on its 

coherence with infrastructure, interfaces with other projects and corporate standards - is the 

primary responsibility of the program manager. The program manager will define the 

governance structure and make sure that appropriate assurance roles are appointed. It is the 

responsibility of the project manager to coordinate with the staff assigned to the assurance 

roles to ensure the overall integrity and coherent structure of the project.  

Since quality assurance is relevant at both levels and the way projects are grouped and 

structured depends on the organization and situation, the roles I describe in this article are 

both applicable for programs and projects.  

 

Role of internal and external auditors in projects 

Various variables can be important when deciding if one or more external parties will be 

involved in a project such as experience, knowledge, independent position and available 

resources.  

However, the starting point is that an external auditor can fulfill the same role in projects as 

the internal auditor. The external auditor can be the public accountant of the organisation or a 

different third party accounting and advisory firm.   
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When different roles are assigned to various parties it is important to avoid overlapping roles 

and inefficiencies. The following considerations might, amongst others, be taken into 

consideration:  

- Knowledge of the business: the internal auditor is assumed to know the organization 

better than the external auditor does. 

- Share best  practices: - on the other hand -, the external auditor can share best practices 

and experiences gained at projects with other customers. 

- Knowledge of the system/process: the external auditor can give an opinion on the 

design of a system/process using experiences gained at other clients as a reference. 

- Sponsor: the project manager can ask the internal auditor to facilitate a risk analyses. 

The (supervisory) Board could ask the external auditor to advise and provide 

recommendations. 

 

Above mentioned examples can influence the decision when assigning roles in a project. 

Please note that in some cases the combination of the involvement of the internal and external 

auditor may also very well result into synergies.  

 

The role of the auditor during the different phases of a project 

The role of the auditor might differ per phase of the project. In the project literature, project 

phases are described with several levels of detail that can vary depending on the nature of the 

project. However on a highly generic level, three levels can be distinguished as a common 

denominator to all projects: 

- project preparation/start 

- project execution 

- project close.  
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In Appendix 1, I have provided examples of how the role can differ per phase of the project.  

I have used the PRINCE2 project methodology as a reference.  PRINCE (an abbreviation of 

Projects in Controlled Environments) was developed by the OGC in 1989 as the standard 

approach to IT projects. Over time the method has been enriched to become a generic, best 

practice project management framework covering a wide variety of disciplines and activities 

for all kinds of projects outside the IT and public sectors. Today PRINCE2 has been widely 

adopted by both public and private organizations as the de facto standard for project 

management and has a demonstrable track record.  

 

2.2  Safeguards (preconditions) for consulting and participative roles 

The assurance role is the traditional role of the auditor (core role). The consulting and 

participative roles are typically roles that can be fulfilled by the auditor but only when certain 

safeguards (i.e. preconditions) are put in place. The safeguards are preconditions necessary if 

the auditor is to extend his role beyond the traditional assurance role:
iii 

− It should be clear that management remains responsible for project risks and 

determining the risk appetite. 

− The nature of internal audit’s responsibilities should be documented in the audit 

charter and approved by the Audit Committee
iv

. 

− The auditor should not manage any of the project risks and mitigate those on behalf of 

the management. 

− The auditor should provide advice and support to the management’s decision making, 

as opposed to taking management decisions themselves or implementing solutions on 

behalf of management. 

− The auditor should avoid any impairment of independence and objectivity in fact or 

appearance. The auditor should not audit activities in which he has been involved in 
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the previous year. Segregation of duties should be applied and/or tasks be transferred 

to other governance departments or outsourced.  

− Any work beyond assurance activities should be recognized as a consulting 

engagement and the implementation standards related to such engagements should be 

followed. 

 

The most important precondition, both for roles with 

safeguards and the roles which should not be 

undertaken, is that the auditor must refrain from any 

managerial accountability in all project areas, from 

initially setting the project risk appetite to the final 

embedding of deliverables in the standing 

organization.  

 

A final remark I would like to make here is that the exact boundaries of the extent to which 

the auditor can fulfill a consulting and participative role without risking any infringement of 

independence cannot always be carved in stone. Since the context, objectives and tasks to be 

performed might differ from project to project there will always be an individual judgment to 

be made. As pointed out by Mautz and Sharaf in their book ‘The Philosophy of Auditing’  

first published in 1961, the responsibility of making a judgment in order to maintain 

independence in different situations must rest in the first place with the individual audit 

practitioner and he must constantly be aware of his professional responsibility in all kinds of 

situations. 

 

 

 

“the auditor must refrain from 

any managerial accountability in 

all project areas, from initially 

setting the project risk appetite to 

the final embedding of 

deliverables in the standing 

organization” 



The role(s) of the auditor in projects - Sam Huibers                                                                

 

10 
 

2.3 Role(s) not be undertaken by the auditor 

It is the primary responsibility of the project manager to manage project risks. The auditor can 

assist in making risks transparent but it is up to the business management to determine the risk 

appetite and define and implement mitigation actions. In addition, the embedding of project 

deliverables into the standing organization is a line management responsibility. If the auditor 

takes on these roles it has crossed the line and therefore cannot provide sufficient safeguards 

to ensure independence and objectivity (see table 2 below).  

Description of roles not to be undertaken by 

the internal auditor 

Setting the project risk appetite. 

 

Imposing the project management process. 

 

Managing risks identified in quality 

assurance. 

 

Taking managerial decisions regarding the 

proposed solutions. 

 

Implementing solutions on behalf of the 

management. 

 

Being accountable for project deliverables  

 

Being accountable for project budget and/or 

progress against milestones. 

 

Being accountable for embedding project 

deliverables in the organization. 

 

Table 2 Roles not be undertaken by the auditor. 

 

3 Guidance and conditions provided in a framework 

I have compiled a framework which describes the guidance and conditions that enables the 

internal auditor to fulfill potentially conflicting roles in projects. Each quadrant represents a 

different perspective: (I) guidance from the Institute of Internal Auditors (IIA), (II) the 

structure of the internal audit department, (III) interchangeable roles with other governance 
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departments and (IV) project governance and de facto project management frameworks. 

Every quadrant entails two levels which are described in detail:  

1. the organizational level describing guidance that is applicable in a broad company-

wide context and, 

2. guidance at the individual program/project level. 

 

Figure 2 Summary framework of guidance and conditions for the role of the internal auditor in 

projects (Huibers, 2008/2010). 

 

 

 

 

 

 

Below I will describe the key elements of each quadrant. For a full description of all 

quadrants I refer to the original thesis (Huibers, 2008). 

 

 

 

 

 

 

The objective of this framework is to provide practical guidance on how the internal auditor 

can undertake potentially conflicting roles in projects without jeopardizing the auditor’s 

independent position and objectivity. 
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Quadrant I – Guidance of the IIA 

The first quadrant provides guidance from the Institute of Internal Auditors (IIA). At 

organizational level the purpose, authority and nature of activities should be clearly defined in 

the audit charter and approved by the board. At program/project level every single assignment 

beyond the scope of assurance activities should follow the IIA standards starting with a clear 

understanding about objectives, scope and activities being established with the client in line 

with the nature of the activities in the Audit Charter. 

 

Quadrant II – audit department 

Within the audit department a segregation of duties can avoid jeopardizing independence by 

fulfilling conflicting roles. This can be realized on several levels depending on the size of the 

departments and the number of activities of internal audit: a division of the audit department 

into consulting/facilitating and assurance-related activities, dividing tasks between existing 

internal audit sub-departments based on specialization (IT audit, financial audit) or by 

applying a segregation of duties at the project level. In the latter case the auditor should not 

audit activities in which he has been involved in the previous year. 

 

Quadrant III – other governance departments 

In quadrant III the increasing prominence of risk management and control awareness in 

organizations gives new possibilities. The emergence of different governance departments 

such as Risk Management, Compliance and Internal Control, creates a safeguard to avoid 

potentially conflicting roles by dividing different roles between these separate departments. 

Assigning different roles across the so-called ‘lines of defense’ is a way to ensure the internal 

auditor’s independence at both the organizational (organization-wide) and program/project 

level.  The ‘lines of defense model’ within an organization can be a starting point for dividing 

roles: 
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1. First line of defense – management: business and project management have the 

primary responsibility to monitor and control the operations.  

2. Second line of defense – supporting functions: the management is supported by the 

staff department in their monitoring responsibility, for example Internal Control, Risk 

Management, Compliance and Quality Assurance. 

3. Third line of defense – Internal Audit: provide additional assurance on top of the 

activities of the first and second line of defense. Different types of audit might be 

applicable and can operate in an integrated way: for example operational, IT and 

financial audit. 

4. Fourth line of defense – external audit: additional assurance to external parties (SAS – 

70, ISO audits for example). 

 

In case potentially conflicting roles might arise, the activities can be split among departments: 

1. general roles can be defined at organization level following the three lines of defense 

model 

2. (conflicting) roles can be divided between different governance/staff departments 

3. (conflicting) roles might be divided between departments within the audit function 

(see previous paragraph). 

 

 The first step in effective cooperation is to define and agree with the executive management 

the roles and responsibilities in the organizational governance structure. Accordingly at 

program/project level the different roles can be assigned to individuals of different 

governance departments to avoid potential conflicts in project roles. To give an illustrative 

example, Internal Control is involved in the design of controls in a process, whereas Internal 

Audit reviews the completeness of the control design. 



The role(s) of the auditor in projects - Sam Huibers                                                                

 

14 
 

An important remark to be made is that some factors might influence the extent to which 

activities will be divided between governance departments, for example the business 

environment in which an organization is operating and the maturity of the organizational 

governance system. 

 

Quadrant IV- project governance 

The Office of Government Commerce (OGC) provides standards and guidance on best 

practices with respect to project management that have globally been adopted across 

industries (i.e. PRINCE2). The OGC de facto standard role description does not explicitly 

mention the role of internal audit but their guidance regarding quality assurance and advisory 

roles is mutually supportive of the IIA view.  

 

The internal audit function can support the implementation of standard project and audit 

methodology. Often organizations adapt a general common used framework / methodology 

and tailor this to the needs of the organization. For instance with respect to IT driven projects 

COBIT (Control Objectives for Information and Related Technology) is a framework created 

by ISACA and includes a section on program and project management.
v
 By supporting the 

definition and embedding of a standard project methodology a safeguard is created and this 

enables the project management to manage projects in a controlled way. The quality criteria 

for project gateways and deliverables can be made explicit and transparent and can serve as a 

reference model for project reviews.  

 

At organizational level the purpose of quality assurance is to provide an assurance that the 

project has adequate plans and measures, in line with the established project methodology, to 

ensure that the project processes are suitably controlled and are likely to result in products that 

meet explicit quality criteria. Audit can support the design of the quality assurance and 
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standard audit project methodology in the organization, including clearly defined roles and 

responsibilities of both line management, internal audit and other governance functions. At 

project level audit can consult and facilitate the embedding of quality assurance in the project 

by assisting the project management with implementing the quality assurance system in an 

effective way. In this case advising means to make the audit reference framework explicit in 

advance in order to ensure that an adequate review is undertaken.  

 

Finally I have argued, supported by the insights of psychological and organizational theory 

(group decision-making processes)
vi

, that the internal auditor should be extremely reluctant to 

participate in Steering Committee meetings even as a non-voting member.   

 

If a decision is taken in the presence of the auditor, it might in hindsight be unclear what the 

role of the auditor in a particular decision had been. Even if he had not expressed an opinion, 

once the results turn out to be different from what was expected, it could always be used 

against the internal auditor that he “could or should have known” or had at least been part of 

the decision by being present in the meeting at which the decision was taken. Therefore it is 

important to document in writing what the relationship of the auditor is towards the Steering 

Committee. If the internal auditor does participate in the meeting by expressing a second 

opinion it should be clear in the project charter that:  

− The auditor acts completely independently and has no managerial 

responsibility whatsoever for the managerial decisions taken by the Project 

Board. 

− There is no formal reporting line to the Project Board and Project Board 

chairman. In line with the Audit Charter and IIA Attribute Standards (2013) 

the internal auditor should report independently to the senior business 

management. 
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− Following good audit practices as described in the IIA Performance Standards 

(in particular IIA 2300 – Performing the Engagement) the auditor should 

document advice and opinions given and maintain an audit trail based on 

retention requirements. 

 

4 Conclusion 

In this article I have described the different types of roles that can be fulfilled by the auditor, 

taking into consideration the shift from the traditional assurance role toward more proactive 

roles in projects. In order to gain more insight into the potential roles that the auditor can play 

in projects, I have divided these roles into three groups:  

1. The core roles: traditional assurance roles such as project reviews.  

2. Legitimate roles with safeguards: consulting and participative project roles that can be 

performed by the internal auditor if certain preconditions are met.   

3. Roles that should not be undertaken by internal audit such as the management of 

project related risks.  

The most important precondition, both for roles with safeguards and the roles which should 

not be undertaken, is that the internal auditor must refrain from any managerial accountability 

in all project areas, from initially setting the project risk appetite to the final embedding of 

deliverables in the standing organization. In order to guarantee unambiguous mutual 

understanding of the role of the auditor in projects it is of crucial importance to define, 

formalize and communicate the agreed roles and responsibilities at all organizational levels.  

To conclude, I have argued in this article, supported by the insights of psychological and 

organizational theory (group decision-making processes)
vii

, that the internal auditor should be 

extremely reluctant to participate in Steering Committee meetings even as a non-voting 

member.   
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Aim of this article and my research is to provide a 

practical relevance to the internal audit profession 

and industry. The results have been confirmed and 

enriched by interviews with the Chief Audit 

Executives/Managers of large multinational organizations. The shared view is that the real 

added value of internal audit is its involvement in the project from an early stage and its 

ability to act in a proactive way. This is not perceived to be in conflict with the independent 

position and objectivity of the auditor. On the contrary, 

one of the executives stated that: “one should see the 

opportunities for the internal audit discipline rather 

than focusing on the threats”. 

 

‘one should see the opportunities 

for the internal audit discipline 

rather than focusing on the 

threats.’   

‘the real added value of internal 

audit is its involvement in the 

project from an early stage and its 

ability to act in a proactive way.’ 
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Appendix 1 The roles of the auditor during different phases of the project 

 

 

Links between generic project phases, OGC PRINCE2 processes and examples of 

components (products) are described in the table below.  

Table 3 Relation generic project phases, OGC PRINCE2 processes and components. 

 

 

 

Generic project phases 

 

 

PRINCE2 - Process  

 

PRINCE2 – Component  

Project preparation/start  

Project initiation 

 

Plans, Management of Risk, 

Organization 

Business Case 

Project start-up 

 

Plans, Quality, Management of 

Risk, Business Case, 

Controls 

Project execution 

Controlling a stage  

 

Controls, Change Control, 

Configuration Management 

Managing project delivery  

 

Change Control, Plans, 

Controls 

Managing stage boundaries 

 

Plans, Business Case, 

Management of Risk, 

Controls, Organization 

Project Close 
Closing a project  

 

Controls, Configuration 

Management, 

Business Case 
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In the table below I have provided some examples of the roles that might be played by the internal auditor and how they are linked to different generic 

and PRINCE2 project phases.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Table 4 Examples role(s) of the auditor in different phases of the project. 

 

Generic project 

phases 

 

 

PRINCE2  

process 

 

Component PRINCE2 

 

Examples of the role of an 

auditor 

 

Examples (with reference to the 

safeguards)  

 

Project 

preparation/start 

Project initiation 

 

Plans, Management of Risk, 

Organization, 

Business Case 

 

- QA assurance to 

program/project management.  

 

Review if project objectives are 

consistent with the overall values and 

goals of the organization. 

Project start up 

 

Plans, Quality, Risk 

Management , Business Case, 

Controls 

- QA advise to project 

management 

 

Advise in the setup and organization 

of the project management and quality 

assurance processes. 

Project execution 

Controlling a 

stage  

 

Controls, Change Control, 

Configuration Management 

 

- QA independent assurance 

 

 

Milestone review of progress and 

quality of deliverables. 

Managing 

project delivery  

 

Change Control, Plans, 

Controls 

 

- Advisor on content 

- Sounding board 

- Proactive expert role   

- Project/process coordinator 

- Documentation controls 

 
 

Advise in setup of the security design 

of a process.  

Facilitate in the definition and 

documentation of process controls. 

Provide support in the coordination of 

defining controls.  

Managing stage 

boundaries 

 

Plans, Business Case, 

Management of Risk, 

Controls, Organization 

- QA proactive support 

 

Provide support in identifying and 

logging project risks. 

Project Close 
Closing a 

project  

 

Controls, Configuration 

Management, 

Business Case 

 

- QA assurance to 

program/project management. 

 

Project evaluation to generate lessons 

learned for future projects 
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